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IMANDRA : Formal Verification for Financial Algorithms 

Many deep issues plaguing today’s financial 
markets are symptoms of a fundamental 
problem: The complexity of algorithms 
underlying modern finance has significantly 
outpaced the power of traditional tools used to 
design and regulate them.  

When it comes to exhaustively reasoning about 
the behaviour of complex algorithms, the only 
viable solution is formal verification, the use of 
deep advances in mathematical logic and 
artificial intelligence to automatically reason 
about algorithms and prove properties of 
programs.  

Related techniques are already relied upon by 
other safety-critical industries such as avionics 
and microprocessor manufacturing. Aesthetic 
Integration is bringing formal verification to 
financial algorithms for the first time. 

Imandra by Aesthetic Integration is 
groundbreaking formal verification technology 
that helps ensure financial algorithms are 
designed and implemented safely and fairly. 
From dark pools and trading strategies to 
blockchain smart contracts, Imandra analyses 
algorithms to help you understand what they do, 
why they do it, and what can possibly go wrong. 

Cognitive Finance Paper www.cognitivefinance.ai Page !  of !15 22

Grant Passmore  

Co-Founder and Co-CEO, Aesthetic Integration  

grant@aestheticintegration.com

Denis Ignatovich 

Co-Founder and Co-CEO, Aesthetic Integration  

denis@aestheticintegration.com

http://www.cognitivefinance.ai


Artificial Intelligence solutions for financial services November 2016

Introduction  
Modern financial markets are built on a 
staggeringly complex tangle of algorithms. 
Competitive pressures and economic recession 
(e.g., decreasing margins and shrinking 
commission pools) have led to increasingly 
opaque and unstable markets. The effects of 
glitches and unfair advantages can be 
devastating, cratering the confidence of 
investors and hurting the general public.  

In recent years, regulators and the industry have 
made tremendous progress in defining what 
safe and fair markets are. What’s been missing 
is a way to analyse and regulate the complex 
algorithms underlying them.  

Flash crashes, questions of fairness and a lack 
of transparent trading logic within dark pools are 
all symptoms of a fundamental problem: When it 
comes to designing and regulating electronic 
trading systems, financial firms and regulators 
have not had the right tools for the job.  

The solution is formal verification, deep 
advances at the intersection of mathematical 
logic and artificial intelligence that allow us to 
automatically reason about algorithms and 
prove properties of programs. Powered by 
recent breakthroughs, we can at last scale 
formal verification to the complex software 
systems used in financial markets.  

Aesthetic Integration’s Imandra product is 
software that brings cutting edge formal 

verification to the design and regulation of 
complex financial algorithms. Imandra 
empowers a broad range of stakeholders — 
from traders, engineers and compliance officers 
inside financial firms to economists and 
enforcement teams inside regulatory agencies 
— with the proper tools to automatically analyse 
deep properties of safety, fairness and 
transparency of critical financial algorithms.  

Managing the Infinite  

Real-world financial algorithms are 
unfathomably complex. A typical trading system 
may, at any given time, accept hundreds of 
inputs and compute hundreds of outputs. The 
set of its possible configurations — its state 
space — is enormous. Faced with such a set of 
possible scenarios, how can we even begin to 
grasp whether a trading system’s logic is robust 
enough to protect itself from making bad 
decisions? We must find a way to consider all 
possible behaviours of the algorithm to 
determine what can possibly go wrong, and to 
fix breaches of safety and fairness before they 
affect markets.  

The unprecedented power of formal verification 
stems from its ability to automatically reason 
about such enormous state spaces, even 
infinitely large ones. It is quite remarkable, but 
mathematicians have been reasoning about the 
behaviour of algorithms over in nite state spaces 
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for a very long time. To gain some intuition, 
consider a sorting algorithm 

 that accepts a list of integer values as input and 
returns as output the input list with its elements 
sorted in ascending order. How can we prove 
this algorithm will work correctly for all possible 
inputs? Certainly, we can test F on finitely many 
cases. But there are an infinite number of 
possible integer lists. Thus with testing, there 
will always be some cases (in fact, infinitely 
many cases) that we miss. Testing gives us no 
guarantee that bugs do not exist; they may be 
hidden in difficult to find corner cases not 
considered by our tests.  

With formal verification, we can do (infinitely) 
better: We can use the proof method of 
structural induction to reason about F over the 
entire in nite state space induced by the 
datatypes involved in its execution.  

To prove F is correct for all possible inputs, it 
suffices to prove two properties:  

• P
1

: The output of F is always sorted.  

• P
2

: The output of F is always a 

permutation of its input.  

To prove both properties P
1 

and P
2

, we can use 

a particular structural induction principle, list 
induction, arguing as follows:  

• Base case: P
1 

holds of the simplest list.  

• Induction step: If P
1 

holds for an arbitrary 

list X, then P
1 

will also hold for a new list (n 

:: X) obtained by prepending an arbitrary 

integer n to X. Here, both n and X are 
symbolic constants.  

If we mathematically prove these two 
statements, then we have established that the 
sorting function will work for all possible inputs. 
With suitable automated theorem proving 
techniques, the construction of such proofs can 
often be completely automated. Moreover, if F is 
buggy (and thus no proof of correctness exists), 
we can instead automatically derive 
counterexamples, i.e., concrete input values that 
cause F to fail to meet its specification. Please 
see our white-paper Creating Safe and Fair 
Markets for a detailed discussion. Now contrast 
this type of rigorous mathematical reasoning 
with that of presenting several concrete “test 
cases” for which the function F works and then 
claiming that, since it works for those few, it 
should work for all the other infinitely many 
cases. Such an argument is clearly fallacious. 
Nevertheless, such “testing” is currently 
common practice in finance. Its obvious lack of 
scientific rigour is precisely why systems break 
down.  

The bottom line: To analyse safety and fairness 
properties of complicated algorithms, we need 
powerful tools that perform complex 
mathematical reasoning to prove properties of 
computer programs automatically. That is, we 
need the latest advances in formal verification.  

Let us examine formal verification’s use in other 
safety-critical industries. Then we shall discuss 
how related techniques can empower designers 
and regulators with the proper tools for ensuring 
the safety and fairness of algorithms underlying 
modern electronic financial markets.  

How Other Industries Deal with Complex 
Algorithms 

From the safety of autopilot systems navigating 
commercial jets and self-driving cars to the 
correctness of microchips in mobile phones, 
companies and governments worldwide rely on 
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formal verification to design and regulate safety-
critical hardware and software.  

Historically, formal verification has been used 
most in hardware (e.g., microprocessor) design 
and aerospace (e.g., autopilot) software safety. 
With recent advances in automated reasoning, 
it’s become possible to scale automatic formal 
verification to reason about large- scale 
software systems. For example, Microsoft now 
requires device driver code for a piece of 
hardware to pass Microsoft’s formal verification 
toolchain (the Static Driver Verifier) before the 
hardware can be “Windows Certified.”  

Companies like Intel, AMD and Centaur use 
formal verification in nearly every step of their 
design process. Much early momentum stems 
from a major debacle in 1994 when Intel 
released their Pentium® microprocessor with a 
bug in its floating point division (FDIV) 
instruction. A massive recall and subsequent re-
fabrication cost Intel nearly $500,000,000. With 
the stakes so high, Intel competitor AMD took 
the pioneering step of engaging formal 
verification practitioners to verify the correctness 
of their new K5® processor FDIV design before 
fabrication, to great success. Today, major 
hardware companies have large in-house formal 
verification teams and the technology is integral 
to their design and development cycles.  

In aerospace, formal verification is typically used 
to verify the safety of complex software systems 
underlying Air Traffic Management and on-board 
Collision Avoidance for autonomous aircrafts 
and autopilots. The NASA/NIA formal methods 
program is one of the leading forces. The 
aerospace regulatory bodies (FAA in the USA, 
EASA in Europe) specify use of FV-based 
(‘formal’ and ‘semi-formal’) methods via the 
DO-178C and Common Criteria software 
certification levels for safety-critical systems. 
The US Department of Transportation has 
recently commissioned related work for 
autonomous robots and self-driving cars.  

Introducing Imandra 

We designed Imandra from the ground-up 
specifically for financial algorithms, building 
upon decades of formal verification research 
and designing many new proprietary, patent-
pending techniques for automated reasoning 
about financial algorithms. 

Imandra is now in use at top global investment 
banks, empowering heavily regulated business 
units with unprecedented powers of 
governance, transparency and compliance for 
their critical algorithms. We’re proud of 
Imandra’s recent achievements. To list a few: 
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We won first prize in the 2015 UBS Future of 
Finance Challenge, a global ~5 month 
competition between 620 companies from 52 
countries.  

Our entry in the competition used Imandra to 
analyse the design of UBS’s US dark pool with 
respect to a multitude of regulatory properties.  

For key fairness and transparency regulations, 
we showed how Imandra could be used to 
automate analysis of the dark pool design and 
implementation for regulatory compliance. The 
previous approach to regulatory analysis 
(resulting in a $14M settlement with the SEC) 
had taken upwards of four years. See our white-
paper Case Study: 2015 SEC Fine Against UBS 
ATS for the full details.  

With another top global investment bank, we 
have recently completed the world’s first 
formally verified dark pool design. That is, their 

matching engine has been formally verified to 
satisfy over 100 key safety and fairness 
properties derived from US and EU regulations. 
Now, whenever they wish to add a new order 
type, they can use Imandra to specify the new 
feature and have the compliance of their new 
design be analysed automatically. 

We’ve recently launched two cloud-based 
products: Imandra Markets & Imandra 
Contracts. 

Imandra Markets is a cloud-based ecosystem 
for sharing client-facing algorithm specifications, 
radically simplifying the process of design, 
testing and compliance for your trading systems. 
Trading system connectivity is expensive.  

Your team must decipher long texts and attempt 
to test systems without full understanding of 
how the venues operate. 
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Why is this the case? Most trading systems 

connect to many different venues.  

Modern exchanges and dark pools support 

many different order types and implement 

different messaging protocols. As a result, 

market participants end up wasting time on no-

value-added tasks:  

• Deciphering non-trivial matching logic 

designs from reading ambiguous guides 

(e.g. BATS’s 200+ page description). 

• Attempting to reason about corner-cases of 

routing decisions. 

• Demonstrating system compliance to 

regulators. 

Powered by a cloud-based ecosystem of 

precise venue and trading system 

specifications, Imandra Markets analyses 

connectivity between trading systems, provides 

up-to-date venue simulators, generates test 

suites and compliance reports, and more. 
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Imandra Contracts analyses blockchain smart 
contracts, helping you ensure they perform as 
advertised, and to understand and hedge risks 
associated with your smart contract positions. 

Closing Remarks 

Our mission is to provide financial markets and 
regulators with powerful tools for managing the 
complex algorithms underlying modern trading 
systems and venues.  

Imandra by Aesthetic Integration brings 
revolutionary advances in formal verification to 
bear on financial algorithms, at last allowing us 
to scale robust engineering methods used in 
other safety-critical industries to finance.  

We are driven by the fundamental 
improvements these latest advances are 
bringing to global financial markets.  

Formal verification will eliminate significant 
portions of the costs and resources required to 
operate and regulate trading businesses. 
Precision and systematic rigour will replace 
ambiguous and ad hoc approaches to managing 
complicated trading systems.  

Imandra will help you build safer, more stable 
and compliant businesses. Together let’s make 
financial markets safe and fair. 
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